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Question 1 - How are providers of publicly available telecommunication technologies classified in the legal system of your country?
1. In Germany, providers of publicly available telecommunication technologies may be classified as content providers, access providers and host providers according to the Tele​mediengesetz (TMG
) and as telecommunication providers according to the Tele​kommunikationsgesetz (TKG
). Furthermore, other laws – such as the German Criminal Code (Strafgesetzbuch – StGB
) – also contain specific duties and obligations to providers of publicly available telecommunication technologies and their staff.

2. To the relation of the TKG to the TMG in detail:  Whereas the TKG aims to govern and regulate the telecommunications market as such (§ 1 TKG) and thereby regulates the transfer and transportation of telecommunication content on a more technical level, the TMG focuses on providing the legal framework for telecommunication services (§ 1 TMG). The TKG implements, inter alia, the EC Framework Directive
; the TMG, inter alia, the EC Directive on electronic commerce.

a) According to § 3 Nr. 22 TKG, telecommunication is defined as the technical process of sending, transmitting or receiving of signals by way of telecommunications systems. As such, telecommunication is to be construed technology neutral, i.e. there is no further restriction as to how telecommunication takes place. According to § 3 I Nr. 6 TKG,  any​one who – more or less continuously and substantially
 – provides professional tele​communication services or assists thereto can be qualified as service provider in the context of the TKG.

b) § 1 TMG defines “Telemedien” (tele-media) negatively by excluding services which are not Telemedien: 

· Firstly, it excludes aspects and services relating solely
 or to a very broad extent
 to the technical transmission (defined in § 3 I Nr. 24 TKG). However, some argue that due to the binding European framework, access providers but also network providers also fall under the most important provisions in the TMG, despite the definition in § 1 TMG.

· Secondly, it excludes certain telecommunication-related services where services are provided during or by a call, such as premium-rate telephone numbers (defined in § 3 I Nr. 25 TKG
). Due to the European framework, this ground for exclusion has to be interpreted narrowly.

· Thirdly, as the federal law TMG may not regulate radio broadcasting services – even when they are provided over the Internet –, these services are excluded as well. These services are defined as audio and/or video transmissions to the public, i.e. to 500 or more concurrent users (§ 2 III Nr. 1 RStV
), which are meant to be received at the same time (§ 2 I RStV). For example, live-streaming (where the same content is transmitted to the public for receiving and viewing/listening at the same time) does not fall under the TMG. Video on demand services, however, where viewers view and listen at distinct times, do fall under the TMG.

c) To summarize: According to the federal legislator, services ranging from online shopping, video on demand, search engines and even spam mail are within the scope of the TMG.
 Anyone – any individual or a legal entity – who provides a service or function relating to the use of tele-media is considered to be a service provider in the context of the TMG (§ 2 Nr. 1 TMG).
 In relation to the central provisions concerning the responsibility under criminal, administrative and civil law – which concern the liability of everyday Internet services – the further classification within §§ 7 to 10 TMG becomes relevant.

3. According to §§ 7 to 10 TMG, service or function providers within the TMG can be classified in three categories:

a) Content providers, § 7 TMG.

Content providers are responsible for their own information, i.e. their own content. This is information either authored by the providers themselves, or adopted as their own in an act of appropriation.

The requirements of such acts of appropriation may vary depending on the particular case,
 and depend on the view of the average informed user. Therefore, third-party content becomes “own” information for which content providers – from the perspective of an average informed user – take responsibility for the information.
 Case law interprets the “acts of appropriation” broadly, thereby extending the liability of content providers.

In this context, information is to be understood in an extensive way
 and means all data transferred or stored by the entity, regardless of its purpose (commercial or private).
 Therefore, even linking to a different site (a hyperlink) may be seen as an act of appropriation of the content available at the linked site.

b) Access providers, § 8 TMG

Access providers are not responsible for any information they provide access to or transfer, as long as they did (1) neither initiate the transfer (2) nor select the receiver of the information (3) nor select nor alter the information to be transferred. All three requirements have to be met for the liability privilege to be applicable, as the reason for this privilege is rooted in the idea that providers under § 8 TMG only grant technological access and, as such, do not influence the particular content.
 For this reason, the liability privilege is not applicable in cases of unlawful collusion between the provider and users (§ 8 I 2 TMG).

c) Hosting providers, § 10 TMG

In a similar manner, hosting providers are not responsible for any information they host, as long as it is not own information (see content providers, § 8 TMG above), they have no knowledge of any illegal activities concerning their services and as long as they take immediate action to delete or block access to unlawful information. In this context, know​ledge means positive knowledge not only of the particular content, but also of the unlaw​fulness of said content.
 In case of previous or suspicion of copyright infringements, though, civil courts have extended the liability of hosting providers to actively monitor the content in particular cases.
 Criminal courts have, so far, not followed this line of reasoning, and still demand positive knowledge of the particular content and its unlaw​fulness.

d) Caching, § 9 TMG

As the act of temporarily caching information concerns all of the aforementioned providers, a corresponding liability privilege can be found in § 9 TMG. In contrast to § 10 TMG, information must not be permanently stored for the liability privilege to be applicable, as § 9 TMG aims to regulate only automated intermediate storage of infor​mation. Therefore, the particular information must not be altered, else the service pro​vider becomes fully responsible.

4. As mentioned above, §§ 7 to 10 TMG not only serve as classification for different types of providers, but are also liability privileges. They serve as a “filter” for any further determination of liability under civil, administrative or criminal law.
 However, this also means that access and hosting providers are discouraged from employing any filtering techniques, as using manual or automatic filtering – which should serve to lessen the risk of infringements or violations, or reduce their scope – may actually cause criminal, civil and administrative responsibility for the service provider.

Question 2 – What are the regulations concerning data retention by IAPs and ISPs?

1. Data retention concerns two kinds of data in German law: inventory data and traffic data. In light of the aforementioned dualism of providers under TKG on the one hand and the TMG on the other, the concept of data retention concerns both kinds of providers to a different extent. Furthermore, data protection laws – such as under the Bundesdaten​schutzgesetz (Federal Data Protection Law)
 – cause further limitations to data retention by IAPs and ISPs.

2. The following applies to providers within the scope of the TKG:

a) Inventory data is defined as user data collected for contractual purposes, § 3 I Nr. 3 TKG and does not concern any individual act of communication. It primarily consist of name and address, date of birth, but also bank account information or information about any devices the customer has received.
 Inventory data may only be collected and stored for contractual purposes (§ 95 I TKG). After termination of the contract, it has to be deleted by the end of the year following the termination (§ 95 III TKG). Inventory data is available to the authorities under very broad terms (just see § 100j StPO
); they may use an automatic system to access the data (§§ 111 to 113 TKG). They may also query the data to determine which user was assigned a specific IP address at a specific time (just see § 100j II StPO). For further details, see the answer to questions 5 and 6 below.

b) Traffic data is defined as user data which is generated in the process of using the provided services (§ 3 I Nr. 30 TKG). It includes various data, such as caller ID, Cell ID, time, length and date of incoming or outgoing connections, amount of traffic transferred and any other information necessary for initiation or maintaining a telecommunication connection. As the collected data is more sensitive than mere inventory data, it is protected by the fundamental right enshrined in Art. 10 I GG
, which aims to guarantee communications privacy. As such, it may only be collected for the purposes stated in § 96 I TKG and within the scope of § 96 I Nr. 1 to Nr. 5 TKG, § 96 II TKG. While most of traffic data has to be deleted immediately after the termination of each connection (§ 96 I 3 TKG), the provider is, however, allowed to retain some traffic data for billing purposes. These data may be stored for up to six months after sending the bill (§ 97 III 2 TKG). Furthermore, service providers may retain the data for technical purposes – e.g. to trace down attacks on their network or to assist customers in case of service disruptions – for a limited period of time (§ 100 TKG). This latter provision may allow for the retaining of all traffic data for seven days.
 If authorities react quickly enough, they are able to access retained traffic data for legally defined reasons, but regularly need a judicial order (see, e.g., § 100g StPO). For further details, see the answer to questions 5 and 6 below.

c) Between 01.01.2008 and a landmark judgment of the German Federal Constitutional Court (Bundesverfassungsgericht) on 02.03.2010, § 113a TKG obliged service providers to retain traffic data for six months. Then, the German Federal Constitutional Court had declared the specific implementation of the Data Retention Directive
 in Germany to be unconstitutional.
 Up to the recent judgment by the European Court of Justice which held this Directive to be invalid,
 Germany had not started a new attempt to implement the Data Retention Directive. Despite some political calls for a swift new law on traffic data retention, no formal bill has been proposed in the German parliament.

3. The following applies to providers under the scope of the TMG:

a) Inventory data may be collected under § 14 I TMG, to the extent as it is necessary for establishing, arranging or amending the contractual relationship between provider and user. The extent of information allowed to be gathered is similar to § 3 I Nr. 3 TKG.
 Services provided free of charge, however, can rarely claim any necessity for such data and therefore rarely check the correctness of the information provided.
 Again, inventory data is broadly accessible to public authorities (§ 14 II TMG). For further details, see the answer to questions 5 and 6 below.

b) Traffic data may be collected under § 15 I TMG, even though the TMG uses the term “usage data” rather than traffic data. It includes personal data, which are produced by using a service within the scope of the TMG. Prime examples for such traffic data are cookies
 and server log files. The extent and duration of information that may be gathered under § 15 I TMG corresponds to that of the aforementioned § 96 TKG.

In this context, it is disputed whether IP addresses – which are regularly stored in server log files – constitute personal data and whether such data may be stored even beyond what is allowed by § 15 I TMG, such as for technical purposes (similar to § 100 TKG). This question was recently referred by the German Federal Supreme Court (Bundes​gerichtshof) to the European Court of Justice.
 The answer to this question may depend on how easy it is to determine which person utilized a specific IP address at a specific point in time.
It should be noted that the concepts of traffic data in TKG and TMG are not identical, but merely similar. Furthermore, inventory and traffic data under the TMG cannot be fully separated in all cases; information like user name and password, for instance, are both features of user identification under § 15 I 2 Nr.1 TMG (and as such traffic data) as well as inventory data under § 14 I TMG.

Question 3 – Are there traffic data related to technologies such as Facebook, blogs or other information society services covered by your national legislation?
1. There are no further, specific rules governing the traffic data related to technologies such as Facebook, blogs or other information society services. Therefore, only the generic rules described above apply.

2. However, there is some ongoing discussion about the categorization of data provided in social networks like Facebook. As § 15 TMG limits the collection of private data to an extent necessary to “enable and to bill the usage of tele media” (§ 15 I 1 TMG), the question arises how to handle data that exceeds this limitation. These data are commonly, although not in a technical legal sense, called “content data” – it refers to data which is exchanged by user and provider during the fulfillment of their contractual obligations.
 While there are some who argue that content data is to be treated under § 15 TMG,
 others make a case for applying the rules of the Bundesdatenschutzgesetz (Federal Data Protection Law).
 The practical implications of this discussion, however, seem to be quite small,
 at least as far as it concerns traffic data in a narrow sense.

Question 4 - What data are kept by ISPs and IAPs?
1. What data are kept depends on the individual provider (see, e.g. § 14 I TMG). Specific requirements on the content of the data to be kept are only provided for service providers under the TKG (see Question 1 above).

2. In this context, service providers are obliged to obtain certain data for public security purposes, following the need for authorities to be able to link a telephone number to an individual person (§ 111 I 1 Nr. 1-6 TKG).
 For each new customer contract, the following data have to be collected and stored:

· phone number and calling line identity, § 111 I 1 Nr.1 TKG,

· name and address of the individual subscriber, § 111 I 1 Nr. 2 TKG ,

· date of birth, § 111 I 1 Nr. 3 TKG,

· in case of a landline: the corresponding address, § 111 I 1 Nr. 4 TKG,

· IMEI of any mobile device provided upon conclusion of the contract, § 111 I 1 Nr. 5 TKG, and

· date of commencement of contract, § 111 I 1 Nr. 6 TKG.

3. While there is no specific legal obligation on how long any data have to be kept, neither inventory data nor traffic data may be kept longer than specified in § 95 III 1 TKG (end of the year following the termination of contract) or § 97 III 2 TKG (up to six months after dispatch of the invoice). Based on § 100 TKG, though, service providers regularly retain traffic data for seven to fourteen days; some even for longer periods of time.

Question 5 – What are the legal regulations enabling law enforcement and judicial authorities to obtain data from ISPs and IAPs with particular stress on social networking sites?
As there are no specific rules concerning the obtaining of data stored on social networking sites, this question is answered together with Question 6.

Question 6 – What are the legal requirements for an access of traffic data, stored content (e.g. e-mail messages) and subscriber’s data by law enforcement and judicial authorities from ISPs?
1. Preliminary remarks

a) In Germany, different rules apply relating to the access by authorities in the context of criminal investigations (criminal procedure) and in the context of averting dangers and preventing crimes (police law).
 Access by intelligence agencies is excluded from the scope of the following analysis. Furthermore, in specific cases two modes of access need to be distinguished: “openly” accessing data – e.g. the affected persons, subscribers etc. are instantly aware of the access or informed of the access immediately – and “secretly” accessing data (surveillance).

b) Special rules apply to telecommunication with privileged persons, such as attorneys, defense counsel, priests, members of parliament and journalists. These special provisions are necessary to protect the trust in the communication with these persons, and will not be discussed in detail below.

c) On constitutional grounds, data which relates to the “core area of private life” (such as relating to sexuality or to religious matters) may not be accessed by authorities. If such data is obtained inadvertently, it has to be deleted immediately and it is inadmissible in court.

2. Access of subscriber data
a) The following applies to providers within the scope of the TKG and subscriber or inventory data (§ 3 I Nr. 3, 95, 111 TKG, see answers to Questions 2 and 4 above):

(1) §§ 112, 113 TKG on the one hand, specific rules in the German Code of Criminal Procedure (Strafprozessordnung – StPO) as well as police laws of the German states (Länder) as well as the federal police laws on the other hand provide law enforcement authorities with access to inventory data.

(2) In the context of criminal investigations, § 100j I 1, V StPO requires service providers to answer requests for “classic” inventory data as described in the answer to Question 4 above. Authorities may ask for this data as long as it is necessary for the investigation or necessary to locate the suspect, and as long as general requirements – such as the principle of proportionality – are met. The person whose data was sought does not need to be informed (see § 100j IV 1 StPO); therefore, this access may be “open” or “secret”. In the context of police law, the rules both at the state and federal level regularly provide for broad access to subscriber data, as long as it is necessary for police functions.

(3) According to similar rules, authorities may also ask service providers which subscriber a known IP address was assigned to at a specific point in time. Then, however, the subscriber has to be informed later on; at first, though, the access may be conducted without informing him or her.

(4) Special rules relate to data which is used to protect access to devices. This “inventory data” includes any potential account IDs and passwords necessary to access devices or services such as mobile phones (PIN, PUK), cloud-storage (usernames and passwords), etc. (§ 113 I 1, 2 TKG).
 Due to the sensitivity of such data, higher requirements have to be met. In the context of criminal investigations, § 100j I 2 StPO stipulates that there must be a lawful reason for authorities to use such password date (e.g. for conducting a telecommunication surveillance).
 Furthermore, a court order is necessary (§ 100j I 1 StPO), which only under exigent circumstances may temporarily be substituted by a writ issued by a prosecutor or police investigators (§ 100j II 1, 2 StPO); in such a case, a court order has to be sought afterwards without delay (§ 100j II 3 StPO). As far as police laws regulate the access of password data, the legal standards are comparable.

(5) Inventory data has to be made readily available for automated queries by authorities (§ 112 TKG): Large-scale telecommunication providers are obliged to grant the German Federal Network Agency (Bundesnetzagentur) automated access to inventory data. Then, public authorities can ask the 24/7-desk at the Federal Network Agency to automatically query for inventory data.

b) The following applies to providers within the scope of the TMG and subscriber or inventory data (§ 14 TMG, see answers to Questions 2 and 4 above):

§§ 14 II TMG on the one hand and the generic rules in the German Code of Criminal Procedure (Strafprozessordnung – StPO) as well as the police laws of the German states (Länder) as well as the federal police laws on the other hand provide law enforcement authorities with access to inventory data, as long as it is sought in the context of criminal investigations, in the context of averting dangers or preventing crimes, in the context of terrorism prevention and – according to the rules of the German Intellectual Property laws – to enforce intellectual property.

3. Access of traffic data
a) The following applies to providers within the scope of the TKG and traffic data (§ 3 I Nr. 30 TKG, see answer to Questions 2 above):

(1) If traffic data is only used to answer a query for subscriber data – e.g. to answer the question which subscriber utilized a specific IP address in the past –, this is governed by the regime of accessing subscriber data (see 2. (3) above).

(2) In the context of criminal investigations, stored but also “live” traffic data may be obtained following the rules of procedure stated in § 100g StPO. Besides the generic requirements – such as proportionality – it requires, reasonable grounds for suspicion, which must be based on certain facts, that the person concerned is an offender or an accomplice to a crime; and either

· that the person committed a crime by means of telecommunication, other means to investigate the case or to determine the location of the suspect are futile, and the access of the data is proportionate to the suspected crime; or
· that the person committed a crime of substantial significance, and the traffic data is required to investigate the case or to locate the suspect. Crimes of substantial significance include all crimes listed in § 100a II StPO and any other crimes with a maximum penalty of three years or more.

Furthermore, the formal requirements of §§ 100g II 1, 100a III, 100b I-IV StPO have to be met. This means that the measure must be aimed only at the person concerned or at a person who transmits or receives messages on his or her behalf (§ 100a III StPO) and that the measure has been approved by a court (§ 100b I 1 StPO). Only under exigent circum​stances this may be substituted temporarily by writ of the prosecutor; then, this writ has to be affirmed by the court, § 100b I 2, 3 StPO. As soon as no sufficient reasons remain to keep the measure secret, the affected persons have to be informed (§ 101 StPO).

(3) Most police laws allow for the access of traffic data. Instead of referring to criminal investigations, these laws regularly require a (present) danger to life and limb or freedom of person, or – according to some laws – also to dangers to property or to the state.
 The further legal standards – court orders, etc. – are, in broad terms, comparable.

b) Traffic data not stored by service providers falling within the scope of the TKG is not governed by specific rules. Instead, the generic rules of accessing data apply (just see § 100g III StPO). This will be discussed below at 5. 

4. Telecommunication surveillance
a) The content of ongoing telecommunication may be accessed, stored and analyzed in the context of criminal investigations according to §§ 100a, 100b StPO. These provisions require reasonable grounds for suspicion, which must be based on certain facts, that the person concerned is an offender or an accomplice to a serious crime falling within the list of crimes in § 100a II StPO. The measure must be directed either at the offender himself or at a person who transmits or receives messages on his or her behalf (§ 100a III StPO), and it must have been approved by a court (§ 100b I 1 StPO). Only under exigent circum​stances this may be substituted temporarily by writ of the prosecutor. Later on, such a writ has to be affirmed by the court, § 100b I 2, 3 StPO. As soon as no sufficient reasons remain to keep the measure secret, the affected persons have to be informed (§ 101 StPO).

b) Only the majority of police laws allow for telecommunication surveillance.
 These laws regularly require a (present) danger to life and limb or freedom of person, allow the surveillance of the person responsible for the danger, and require – in general – a court order. As soon as no sufficient reasons remain to keep the measure secret, the affected persons have to be informed.

c) Only few police laws but not the criminal procedure code contain specific rules on whether “Remote Forensic Software” may be used to conduct a telecommunication surveillance, e.g. if the suspect uses an encryption service.
 While some lower courts issued writs based on §§ 100a, 100b StPO and thus the generic rules on tele-commu​nication surveillance, academics as well as the German Federal Prosecutor consider §§ 100a, 100b StPO to be not a valid legal basis for the usage of Remote Forensic Soft​ware.

5. Access of stored content data
1. In the context of criminal investigations and unless one of the more specific rules mentioned above are applicable, stored data as well as storage media generally may be seized under § 94 StPO.
 This provision only requires the data to be potentially relevant for the ongoing investigation. Apart from reasonable suspicion, the seizure of any evidence generally requires a court order from the locally and factually responsible court. Only under exigent circumstances a writ from the prosecutor or at least its investigative teams suffices (§ 98 I 1 StPO).

2. In the context of police law, various provisions allow the police to seize content data and storage media if this is a suitable means to avert present dangers to public order. In a much more limited context, content data and storage media may be seized to gain information about persons who create present dangers or who are suspected to commit crimes in future.

6. Access to E-Mail
The question of how e-mail-messages – and, comparably, non-public social media messages – may be accessed by authorities has been heavily contested in German jurisprudence. The law in practice may be discerned as follows:

(1) Once the e-mail has been sent and until it has been received for the first time by the recipient, the telecommunication is “ongoing” and specially protected by Art. 10 GG. It may only be accessed following the rules of telecommunication surveillance, even if the message is temporarily stored by a service provider.

(2) Before and afterwards, the generic rules to access stored data apply. Therefore, e-mail drafts, e-mails stored in a “sent” folder, e-mails stored in an user's inbox or in an e-mail archive at the service provider can all be confiscated under § 94 StPO, as the communi​cation process has either not yet been started or has been completed.
 However, due to the proportionality principle, law enforcement has to employ filtering techniques, e.g. based on date and time, sender, recipient and/or content of the information. Furthermore, the affected person has to be informed immediately of the access; § 94 StPO is no valid ground for surveillance measures.

(3) If law enforcement personnel is part of the telecommunication – e.g. the suspect granted a police officer access to his Facebook profile – the information is freely available to the authorities. However, it may not record ongoing telecommunication unless an order according to §§ 100a, 100b StPO was granted. It may only record the results of the telecommunication (e.g. an e-mail received from a suspect).
Question 7 – Are there any laws, policies or arrangements for the remuneration of costs incurred by ISPs when providing Law enforcement agencies with requested data?

1. Whether or not service providers can be remunerated for their services depends on their size and the nature of the request. The provider will, however, not be remunerated for any collection or storage of data pursuant to § 111 TKG. Even though an explicit regu​lation for remuneration cannot be found in § 113 TKG, it is widely accepted that a service provider is to be compensated for his compliance with any official requests. A detailed system of how to determine the amount due can be found in Appendix 3 JVEG
, which – pursuant to § 23 I JVEG – marks the sole foundation for any financial remuneration.

2. To illustrate the potential amount of compensation paid: 

· A provider will receive 300 EUR for one month of surveillance of a digital subscription line: 100 EUR per line, irrespective of the amount of individual accounts assigned to this line, plus 200 EUR for the surveillance of a digital subscription line longer than 2 weeks.
· Following an order to provide inventory data (§ 3 I Nr. 3 TKG), a provider will receive 18 EUR per customer data set, unless information cannot be provided by way of automated queries (§ 112 TKG) or traffic data has to be used to determine the information. 

· Information on traffic data will be remunerated with 30 EUR for every IMSI, 90 EUR will be due for information about traffic data on a specific destination and 250 EUR can be charged for traffic data on a specified date and location in the radius of 10 kilometers – 60 EUR for the information per se plus 190 EUR for the lowest radius (up to 930 EUR for a radius of 45 kilometers).
Question 8 – What are the legal regulations concerning taking down and blocking illegal content on the Internet before the start of criminal proceedings and during criminal proceedings (powers of law enforcement and powers and obligation of service providers), what problems of taking down and blocking could be indicated?

1. The taking down of illegal content hosted does not pose a problem for German authorities, at least as long as the content is stored in Germany:

a) If the service provider is implicated with the crime, the general rules of (criminal) search and seizure allow authorities to seize the storage media, thereby taking down the illegal content.
b) If the host service provider is not implicated with the crime – or, in case of mere civil liability –, he or she is informed of the illegal content. Thereby, the host provider loses his or her privilege under § 10 I TMG unless he or she takes down or blocks the content without undue delay. In case of such a delay, he or she may him- or herself become criminally or civilly liable; therefore, in practice, every host service provider takes down such content very soon after being informed of it.

c) In rare cases where the host service provider is not implicated with the crime but does not comply (e.g. he or she cannot be reached), police laws allows for seizing objects which pose a present danger to public order. As the illegal content does pose a present danger to public order if it continues to be accessible on the Internet, police may seize such data, storage devices, and/or computer systems.

d) In cross-border cases, transnational means of cooperation between law enforcement are used (e.g. INTERPOL), but also public-private modes of cooperation (e.g. through the INHOPE network), whereby foreign host providers are informed of the illegal content without interfering with the sovereignty of the foreign state. As many cases of illegal content are civilly or criminally liable in many jurisdictions, it has been reported that asking the provider to take down illegal content is a largely successful modus operandi, even if the provider operates in a foreign country (see answer to Question 9 below).

2. The blocking of illegal content is currently used only in extraordinary circumstances, as the methods of blocking proved to be technically insufficient and legally detrimental, especially compared to the alternative of taking down illegal content.

a) From 23.2.2010 to 29.12.2011, a German federal law sought to compel Internet service providers to block access to child pornography sites based on a list of domains and IP addresses provided for by the German Federal Police Agency (Bundeskriminalamt). Due to practical and legal difficulties, this law was never implemented in practice. Wide-spread public protests as well as academic studies
 showing the advantages of taking down illegal content caused a strong political movement which lead to the law to be revoked already a few months later.

b) In the context of gambling, intellectual property violations and adult pornography, some lower civil courts have compelled Internet access providers to implement blocking mechanisms. As far as we were able to determine, all of these decisions were overturned by higher courts.

Question 9 – Were there any research projects concerning cooperation between Law enforcement agencies and ISP/IAP in fighting cybercrime in your country? If yes, please specify and shortly describe the results. What are the main problems of cooperation?
A report by the German federal government of February 2014
 evaluates the measures to take down child pornography content in the Internet. 5.463 cases of child pornography sites were reported to the authorities – both directly and through public-private-partnerships –, of which 1.336 cases were hosted in Germany, and 4.127 were hosted abroad. Of the content hosted in Germany, 89% could be taken down within two days, 98% within a week, and 100% within two weeks. In average, German providers reacted within 1.05 days. Of the content hosted abroad, 73 % could be taken down within a week, and 97 % within a month. The approach to prefer the taking down of content instead of merely blocking the content was considered to be successful. While some German providers – at first – did not react in a sufficiently fast manner, procedures reportedly have been updated to allow for a quick taking down of child pornography. In the transnational context, positive trends to quicker reaction times could be discerned as well.

Question 10 – What problems of cooperation between Law enforcement agencies/judicial authorities with ISP/IAP can be indicated on the base of judicial decisions/judgments?

1. No ongoing significant problems concerning the practical cooperation between law enforcement agencies and judicial authorities on one side and ISP / IAP on the other side can be indicated on the basis of judicial decisions and judgments.

2. Most difficulties exist, however, relating to the question of remuneration of costs incurred by the ISPs and IAPs. For example, ISPs object to the provision that only telecommunication service providers falling under the TKG – but not those under the TMG – may receive a higher lump sum remuneration.
 Generally speaking, ISPs and IAPs consider the remuneration to be insufficient.

Question 11 – What is the effectiveness of investigation and prosecution of illegal content crimes and child abuse on the internet in your country according to available statistical data and research?
1. According to the latest Police Crime Statistics published by the Federal Criminal Police Office (Bundeskriminalamt), clearance rate for different child abuse offenses vary between 76.5% (distribution of child pornography under § 184b I StGB) and 91.4% (possession/procuration of child pornography under § 184b II, IV StGB). Due to the nature of the statistics, it is, quite hard to determine how many of these offenses were committed using the Internet.

Additionally released statistics however, give more information on the matter. According to the basic table for offenses committed by means of the internet, the following data can be found relating illegal content crimes and child abuse on the Internet:
	Offense
	Number of cases
	Clearance Rate

	§§ 176, 176a, 176b StGB
	1131
	896 (79.2%)

	Child abuse, Aggravated child abuse, Child abuse causing death 

(combined) [including “grooming”]
	
	

	§§ 184, 184a, 184b, 184c, 184d StGB
	6597
	5414 (82.1%)

	Distribution of pornography, Distribution of pornography depicting violence or sodomy, Distribution, acquisition and possession of child pornography, Distribution of pornographic performances by broadcasting, media services or telecommunications services

(combined)
	
	


2. According to the Federal Prosecution Statistics for the year 2012, there were a total of 1721 convictions for distribution, acquisition and possession of child pornography under § 184b StGB:
	Offense
	Convictions
	Prison Sentences (including probation)
	Fines

	§ 184b StGB
	1721
	813
	908


a) The 813 prison sentences are distributed as follows (in brackets: release on probation): 
	Offense
	< 6 mths.
	6

mths.
	6-9 mths.
	9-12 mths.
	12-24 mths.
	2-3 yrs.
	3-5 yrs.
	5-10 yrs.

	§ 184b StGB
	115 (111)
	161 (152)
	196 (191)
	203 (195)
	117 
(100)
	12
	8
	1


b) For convicts who did not receive a prison sentence (also on probation), the count and amount of day rates
 are distributed as follows:
	Offense
	1-5 €
	5-10 €
	10-25 €
	25-50 €
	50 € and more
	count of day rates

	184 b StGB
	-
	1
	1
	1
	-
	5-15

	
	2
	7
	13
	22
	5
	16-30

	
	7
	60
	134
	228
	71
	31-90

	
	4
	52
	98
	137
	34
	91-180

	
	-
	-
	-
	-
	-
	181-360


3. Concerning the above-mentioned pornography and child abuse related offenses, the Federal Prosecution Statistics show the following: 
	Offense
	Convictions
	Prison Sentences

(including probation)
	Fines

	§ 176 StGB
	1111
	979
	132

	Child abuse, including such without bodily contact and supplying or promising to supply children for abuse [including “grooming”]
	
	
	

	§ 176a StGB
	570
	570
	-

	Aggravated child abuse
	
	
	

	§ 176b StGB
	-
	-
	-

	Child abuse causing death
	
	
	

	§ 184 StGB
	132
	17
	115

	Distribution of pornography
	
	
	

	§ 184a StGB
	9
	2
	7

	Distribution of pornography depicting violence or sodomy
	
	
	

	§ 184c StGB
	91
	16
	75

	Distribution, acquisition and possession of juvenile pornography
	
	
	

	§ 184d StGB
	11
	1
	10

	Distribution of pornographic performances by broadcasting, media services or telecommunications services
	
	
	


a) The prison sentences are distributed as follows (in brackets: release on probation):
	Offense
	< 6 mths.
	6
mths.
	6-9 mths.
	9-12 mths.
	12-24 mths.
	2-3 yrs.
	3-5 yrs.
	5-10 yrs.

	§ 176
StGB
	53 (51)

	119 (116)
	168 (163)
	230
(218)
	304
(275)
	55
	40
	10

	§ 176a StGB
	1
(1)
	2
(2)
	3
(3)
	1
(1)
	-
	-
	-
	-

	§ 184
StGB
	2
(1)
	7
(7)
	2
(2)
	4
(4)
	2
(2)
	-
	-
	-

	§ 184a StGB
	2
(2)
	-
	-
	-
	-
	-
	-
	-

	§ 184c StGB
	7
(5)
	1
(1)
	5
(4)
	2
(2)
	1
	-
	-
	-

	§ 184 d StGB
	-
	1
(1)
	-
	-
	-
	-
	-
	-


b) For convicts who did not receive a prison sentence (also on probation), the count and amount of day rates are distributed as follows:

	Offense
	1-5 €
	5-10 €
	10-25 €
	25-50 €
	50 € and more
	count of day rates

	§ 176 StGB
	-
	-
	-
	-
	-
	5-15

	
	1
	1
	1
	
	-
	16-30

	
	2
	17
	20
	15
	6
	31-90

	
	1
	21
	22
	20
	1
	91-180

	
	-
	1
	2
	1
	-
	181-360

	§ 184 StGB
	-
	3
	
	6
	1
	5-15

	
	-
	6
	10
	9
	-
	16-30

	
	1
	17
	27
	23
	3
	31-90

	
	-
	2
	4
	3
	-
	91-180

	
	-
	-
	-
	-
	-
	181-360

	§ 184a StGB
	-
	-
	-
	-
	-
	5-15

	
	-
	-
	-
	1
	-
	16-30

	
	-
	-
	1
	1
	2
	31-90

	
	-
	-
	-
	2
	-
	91-180

	
	-
	-
	-
	-
	-
	181-360

	§ 184c StGB
	-
	1
	-
	-
	-
	5-15

	
	-
	1
	2
	4
	2
	16-30

	
	-
	12
	15
	18
	1
	31-90

	
	-
	4
	7
	6
	2
	91-180

	
	-
	-
	-
	-
	-
	181-360

	§ 184d StGB
	-
	-
	-
	-
	-
	5-15

	
	-
	1
	-
	1
	-
	16-30

	
	-
	2
	-
	3
	3
	31-90

	
	-
	-
	-
	-
	-
	91-180

	
	-
	-
	-
	-
	-
	181-360


Question 12 – Is there any new legislation prepared or proposed concerning the above mentioned issues? If so, please indicate what the intended changes and reasons for them are. 

While there is pending legislation relating to the criminal code provisions on child pornography, to our knowledge no legislation is being prepared or is currently discussed concerning the above mentioned issues.

*	LL.M. (UPenn), Ass. Iur., Lecturer at Albstadt Sigmaringen University in the course „Digital Forensics, MSc.“ � HYPERLINK "mailto:law@dominikbrodowski.net"��law@dominikbrodowski.net�.


**	Ass. Iur., Teacher in the course „Digital Forensics, MSc.“. 


�	Telemediengesetz – TMG of 26.2.2007 (BGBl. I S. 179), as amended.


�	Telekommunikationsgesetz – TKG of 22.06.2004 (BGBl. I S. 1190), as amended.


�	Strafgesetzbuch – StGB of 13.11.1998 (BGBl. I S. 3322), as amended.


�	Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a common regulatory framework for electronic communications networks and services (Framework Directive), OJ L 108, 24.4.2002, p. 33, as amended.


�	Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic commerce'), OJ L 178, 17.7.2000, p. 1.


�	Cf. Schütz, in: Geppert/Schütz (eds.), Beck'scher TKG-Kommentar, 4th ed. 2014, § 3 TKG at 15.


�	See, inter alia, Fischer, StGB, 61st ed. 2014, § 184 StGB at 28; Hoeren, NJW 2007, 801 (802); Holznagel/Ricke, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 3 TKG at 35.


�	See, inter alia, Schütz, in: Geppert/Schütz (eds.), Beck'scher TKG-Kommentar, 4th ed. 2014, § 3 TKG at 48 f.


�	See Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 1 TMG at 13 f.
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�	See Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 1 TMG at 15 ff.


�	Staatsvertrag für Rundfunk und Telemedien (Rundfunkstaatsvertrag – RStV), of 31.08.1991, as amended.


�	Cf. Hoeren, NJW 2007, 801 (803); Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 1 TMG at 20, 22.


�	BT-Drucks. 16/3078, 13, 14.


�	See Müller-Broich, Telemediengesetz, § 2 TMG at 1.


�	See Gercke, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 590; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 199 f.; Müller-Broich, Telemediengesetz, § 7 TMG at 2.


�	See Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 7 TMG at 17; Müller-Broich, Telemediengesetz, § 7 TMG at 2; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 200; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 1 TMG at 20.


�	See Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 7 TMG at 15; Gercke, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 591. 


�	See Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, Vorbemerkung zu den §§ 7 ff. at 14; Fischer, StGB, 61st ed. 2014, § 184 StGB at 28a; Müller-Broich, Telemediengesetz, § 7 TMG at 1. 


�	See BT-Drucks. 14/6098, 23; Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 7 TMG at 10; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 1 TMG at 14; Müller-Broich, Telemediengesetz, § 7 TMG at 1.


�	See Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 7 TMG at 19a; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, Vorbemerkung zu den §§ 7 ff. at 27; Sieber/Höfinger, in: Hoeren/Sieber/Holznagel (eds.), Multimedia-Recht, 39th suppl. 2014, Teil 18.1. at 102 ff.


�	See Müller-Broich, Telemediengesetz, § 8 TMG at 2 f.; Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 8 TMG at 1; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 8 TMG at 5; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 211 f.; Gercke, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 608.


�	See Müller-Broich, TMG, § 10 TMG at 4; Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, TMG § 10 TMG at 18 f.; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, § 10 TMG at 7; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 208; Gercke, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 598; KG Berlin, judgment of 25.08.2014, 4 Ws 71/14, 4 Ws 71/14 - 141 AR 363/14; LG Heidelberg, judgment of 09.12.2014, 2 O 162/13; LG Hamburg, judgment of 02.10.2014, 310 O 464/13.


�	See OLG Hamburg, judgment of 02.07.2008, 5 U 73/07; German Federal Supreme Court (Bundesgerichtshof), judgment of 12.07.2012, I ZR 18/11; judgment of 15.08.2013, I ZR 80/12. 


�	Cf. KG NJW 2014, 3798.


�	See Gercke, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 581; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 189; Altenhain, in: Joecks/Miebach (eds.), Münchener Kommentar zum StGB, 1st ed. 2010, Vorbemerkung zu den §§ 7 ff. TMG at 5; Müller-Broich, Telemediengesetz, Vor §§ 7-10 TMG at 1; a.A. Hoffmann, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, Vorbemerkung vor §§ 7-10 TMG at 31a; Fischer, StGB, 61st ed. 2014, § 184 StGB at 27; Eisele, in: Schönke/Schröder (eds.), Strafgesetzbuch, 29th ed. 2014, § 184 StGB at 72.


�	See Brodowski, JR 2013, 513 ff.


�	Bundesdatenschutzgesetz – BDSG of 14.01.2003 (BGBl. I S. 66), as amended.


�	See Holznagel/Ricke, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 3 TKG at 5; Büttgen, in Geppert/Schütz (eds.), Beck'scher TKG-Kommentar, 4th ed. 2014, § 3 TKG at 5 ff.; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 694; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 805.


�	Strafprozessordnung – StPO of 07.04.1987 (BGBl. I S. 1074), as amended.


�	Grundgesetz – GG of 23.05.1949 (BGBl S. 1), as amended.


�	See German Federal Supreme Court (Bundesgerichtshof), judgment of 3.7.2014 – III ZR 391/13.


�	Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/EC. 


�	See German Federal Constitutional Court (Bundesverfassungsgericht), judgment of 02.03.2010, 1 BvR 256/08.


�	See European Court of Justice, judgment of 08.04.2014, C-293/12 and C-594/12. 


�	See Schmitz, in: Hoeren/Sieber/Holznagel (eds.), Multimedia-Recht, 39th suppl. 2014, Teil 16.2 at 167 ff.; Spindler/Nink, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 14 TMG at 2; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 698.


�	See Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 699.


�	See Müller-Broich, Telemediengesetz, § 15 TMG at 1; Spindler/Nink, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 15 TMG at 2; BT-Drucks.14/6098, 29.


�	See German Federal Supreme Court (Bundesgerichtshof), decision of 28.10.2014 – VI ZR 135/13.


�	See Spindler/Nink, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 15 TMG at 2.


�	Cf. Schmitz, in: Hoeren/Sieber/Holznagel (eds.), Multimedia-Recht, 39th suppl. 2014, Teil 16.2. at 208 f.; Müller-Broich, Telemediengesetz, § 15 TMG at 1.


�	See Müller-Broich, Telemediengesetz § 15 at 3; Schmitz, in: Hoeren/Sieber/Holznagel (eds.), Multimedia-Recht, 39th suppl. 2014, Teil 16.2. at 208 f.


�	See Spindler/Nink, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 15 TMG at 3.


�	See Schmitz, in: Hoeren/Sieber/Holznagel (eds.), Multimedia-Recht, 39th suppl. 2014, Teil 16.2. at 211.


�	See Eckhardt, in: Spindler/Schuster (eds.), Recht der elektronischen Medien, 2nd ed. 2011, § 111 TKG at 4; Eckhardt, in: Geppert/Schütz (eds.), Beck'scher TKG-Kommentar, 4th ed. 2014, § 111 TKG at 5; Graf, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 111 TKG at 2a.


�	On the relation between these matters, see Brodowski, Verdeckte technische Überwachungsmaßnahmen im Strafverfahrens- und Polizeirecht, forthcoming.


�	§§ 7 III 1, IV, 20b III 1, IV BKAG; §§ 7 V 1, VI, 15 II 1, III ZFdG ZfdG; § 22a I 1, II BPolG; §§ 15a II 3, 5, 12 I 1, III, IV HSOG; Art. 34a IV 1, V BayPAG; § 10f I S. 1, II DVPolHbg; § 42 I 1, II SächsPolG; § 17a Abs. 1 SOG LSA; § 28a I 1, II SOG M-V; § 34e I, II ThPAG; § 23a IX 1, 2 PolG BW; § 33c I 1, III 1 NdsSOG, § 180a I 1, II LVwG S-H.


�	See Graf, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 100j StPO at 13; Bruns, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7th ed. 2013, § 100j StPO at 3; Bär, MMR 2013, 700, 702; Wicker, MMR 2014, 298, 301.


�	See Graf, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 100j at 14; Hauck, StV 2014, 360, 361 f.; German Federal Constitutional Court, judgment of 24.01.2012 – 1 BvR 1299/05 at 139.


�	§§ 7 III 2, 20b III 2 BKAG; § 22a I 2 BPolG; §§ 7 V 2, 15 II 2 ZFdG; § 23a IX 3 PolG BW; Art. 34a IV 2 BayPAG; § 33c I 2 BbgPolG; § 10f I 2 DVPolHbg; § 15a II 4 HSOG; § 28a I 2 SOG M-V; § 33c II NdsSOG; § 42 I 2 SächsPolG; § 17a II SOG LSA; § 180a II LVwG S-H; § 34e II 2 ThPAG.


�	See Graf, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 100a StPO at 34; Bruns, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7th ed. 2013, § 100a StPO at 29.


�	§ 20m I BKAG; § 23g I ZfdG; § 23a I 1 PolG BW; Art. 34a I, III 1, Art. 34b II BayPAG; § 25a I ASOG; § 15a I, II 1 HSOG; § 34a I 1, II Nr. 2 SOG M-V; § 33a I, II Nr. 2 NdsSOG; § 20a I 1 Nr. 2, 2 PolG NRW; § 185a I 1, II Nr. 2 LVwG S-H; § 34b I 1 ThPAG.; §§ 10d I, II, 10b I 1 DVPolHbg; §§ 31 I 1, 31a I, IV, 31e I POG R-P; § 28b I, II SPolG; § 17b II SOG LSA; § 33b VI 1 BbgPolG


�	§ 20l I Nr. 1 BKAG; §§ 33b I, 33a I BbgPolG; § 28b I 1 SPolG; § 23a I ZFdG; Art. 34a I Nr. 1, III Nr. 1 BayPAG; § 10b I 1 DVPolHbg; § 15a I HSOG; § 34a I 1 Nr. 1, Nr. 2, II SOG M-V; § 33a I, II Nr. 1 NdsSOG; § 31 I 1 POG R-P; § 17b I SOG LSA; § 185a I 1, II Nr. 1 LVwG S-H; § 34a I 1 ThPAG.


�	§ 20l I, II BKAG; §§ 10c, 10b I 1 DVPolHbg; § 15b 1 HSOG; § 34a II ThPAG; § 31 III POG R-P.


�	See Graf, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 100a StPO at 108 ff.; Bruns, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7th ed. 2013, § 100a StPO at 26 ff.; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 868; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 797.


�	See Gercke, in: Gercke/Julius/Temming/Zöller (eds.), Strafprozessordnung, 5th ed. 2012, § 94 StPO at 18; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 774 ff.; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 958 ff.; Ritzert, in: Graf (ed.), Beck'scher Online-Kommentar Strafprozessordnung, 19th ed. 2014, § 94 StPO at 1, Greven, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7th ed. 2013, § 94 StPO at 4.


�	See Gercke, in: Gercke/Julius/Temming/Zöller (eds.), Strafprozessordnung, 5th ed. 2012, § 100a StPO at 15; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 817; Hilgendorf/Valerius, Computer- und Internetstrafrecht, 2nd ed. 2012, at 783.


�	See Gercke, in: Gercke/Julius/Temming/Zöller (eds.), Strafprozessordnung, 5th ed. 2012, § 100a StPO at 15; Bruns, in: Hannich (ed.), Karlsruher Kommentar zur Strafprozessordnung, 7th ed. 2013, § 100a StPO at 18; Brunst, in: Gercke/Brunst (eds.), Praxishandbuch Internetstrafrecht, 1st ed. 2009, at 827.


�Justizvergütungs- und –entschädigungsgesetz – JVEG of 05.05.2004 (BGBl. I, 718, 776), as amended.


�	Just see Sieber/Nolde, Sperrverfügungen im Internet, 2008.


�	See, for example, OLG Hamburg, judgment of 21.11.2013 – 5 U 68/10.


�	Accessible at � HYPERLINK "http://www.bmi.bund.de/SharedDocs/Downloads/DE/Nachrichten/Pressemitteilungen/2014/02/loeschbericht-kinderpornographie.pdf;jsessionid=F8B698A5FBB2D9A5BBF89903E3519CC1.2_cid364?__blob=publicationFile"��http://www.bmi.bund.de/SharedDocs/Downloads/DE/Nachrichten/Pressemitteilungen/2014/02/loeschbericht-kinderpornographie.pdf;jsessionid=F8B698A5FBB2D9A5BBF89903E3519CC1.2_cid364?__blob=publicationFile�.


�	See ThürOLG, decision of 8.10.2012 – 1 Ws 122/12.


�	See German Federal Constitutional Court, judgment of 2.3.2010 – 1 BvR 256/08, 1 BvR 263/08, 1 BvR 586/08.


�	Fines are generally to be measured by the convict’s daily net income (§ 40 II StGB).


� Number in brackets shows the number of probations.





